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Abstract—Distributed embedded applications increasingly
operate in changing environments where the application secu-
rity depends on the type and properties of the currently used
communication services and employed devices. While vulner-
abilities, threats, and available security function processing
power are changing, the applications, however, should auto-
matically adapt to the varying conditions in order to maintain
the necessary security without endeavor of users. We report on
the security management subproject of the SIRENA project
where we apply a special combination of policy-based man-
agement with model-based management in order to support
fully automated security management functions at runtime as
well as tool-assisted security requirement definition and system
design. Within an application model, the definition of the ap-
plication’s high-level security policy is of special importance. It
represents the abstract security requirements and forms the
starting point for the automated derivation of suitable security
subsystem configurations which enforce the policy under
changing environment conditions. The abstract policy repre-
sentation relies on the Generalized Role Based Access Control
model (GRBAC).

Index Terms — embedded service system security, auto-
mated security service configuration, GRBAC model, model-
based management.

L. INTRODUCTION

The automotive, industrial, home, and telecommunica-
tion domains perceive an increasing demand for embedded
real-time applications which rely on cooperating networked
devices. A plethora of devices is arising covering small and
specialized devices with restricted computing power as well
as well-equipped servers and workstations. Stationary and
mobile devices cooperate in dynamically varying associa-
tions and utilize a wide variety of supporting services. Mo-
bility, changing tasks, as well as fluctuating supportive ser-
vice costs and availabilities demand that the frequently
needed adaptations of application configurations are ac-
complished by automated application management func-
tions.

Usually there are communication services, supportive
services, and devices in use which may be exposed to at-
tacks threatening application objects and functions. Conse-
quently IT-security is a major concern. The applications
have to employ security services like authentication, au-
thorization, access control, non-repudiation, key manage-
ment, and encryption which may introduce substantial
memory, processing and bandwidth load. When the com-
munication route of sensitive information suddenly involves

insecure media, strong encryption has to be employed which
might not yet be used before in order to avoid unnecessary
overhead. When, moreover, one endpoint of that communi-
cation is located on a small device which is not able to exe-
cute strong encryption algorithms, a further device has to be
engaged which acts as proxy and provides the endpoint-near
encryption [13]. That way the security services used by an
application shall dynamically be reconfigured during run-
time adapting their configuration perpetually to the current
needs and facilities. The planning and design of suitable se-
curity service configurations, and — at runtime — their initial
establishment as well as their control and adaptation com-
prise the tasks of the so-called security management.

We study the security management of distributed em-
bedded applications in the context of the project “Service
Infrastructure for Real time Embedded Networked Applica-
tions (SIRENA)” [11], which transposes the notions of ser-
vice-orientation and service-structuring from the general
setting of web-services to distributed real-time applications.
Here, service orientation particularly supports the design of
adaptable application architectures. SIRENA defines a
framework providing suitable application services and sup-
portive services in connection with corresponding interface
definitions and implementation components.

We aim at a high automation of the security management
tasks applying a combination of the approaches of policy-
based management [12], policy hierarchies [9], and model-
based management [7]. The runtime tasks are performed by
an automated security management application subsystem
which cooperates with the general automated configuration
management system. The design time tasks are supported by
special tool-assistance. An interactive graphical modeling
tool supports the definition of an object-oriented application
model which represents the application’s layered implemen-
tation configuration as well as its high level security policy.
The high level security policy defines the abstract security
requirements of the application. After interactive model
definition, the tool is able to translate the abstract policy
automatically into policy enforcing security service configu-
rations as follows. It adds corresponding security service
representations and management system components to the
model. Moreover it computes the low-level policies which
control the automated management functions. Finally
backend functions of the tool generate configuration de-
scription files which support the automated employment of
the application together with its integrated security and
management subsystems. The high level policy is defined



in terms of the Generalized Role Based Access Control
Model (GRBAC) [10] which is an extension of the Role
Based Access Control Model (RBAC) [3].

In the sequel we give an outline of and an example for
SIRENA applications and enter into their security require-
ments. After describing GRBAC we explain its utilization
for the definition of security requirements. Moreover we
present the principles of the meta-model the tool-functions
rely on.
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Fig. 1: Proposed SIRENA Service Architecture

II. EMBEDDED SERVICE SYSTEM APPLICATIONS

Structure and properties of embedded applications shall
be clarified by means of an example which is depicted in
Fig. 1. The structure is stamped by four layers where the
topmost layer contains the so called application services.
These services implement functionalities which can be in-
voked and used by user-space applications, e.g. appoint-
ment planning or routing services. The next layer of the ar-
chitecture contains common management and security ser-
vices. These infrastructure services are responsible for
managing the components of the lower layers and thus also
for the automatic adaptation to changing environmental
conditions. The middleware services layer provides abstract
connection and communication facilities. It masks different
physical connection techniques to provide a single abstract
interface to the upper layers. The lowermost computing and
communication layer contains the physical hosts and their
operating system services which provide the base function-
alities to enable networked communication between
SIRENA services. A particularity of the SIRENA environ-
ment is that the lower three layers may change during an
application’s runtime regarding connectivity and security
issues. The application itself may remain unchanged and
even may not be aware of the changes in the lower layers.

In the application layer of Fig. 1 a simple application
scenario is modeled. Imagine a company which employs
several people acting as field staff personnel each equipped
with a notebook running a logistics application. This appli-
cation manages the planning of traveling routes in depend-
ency of the appointments for an employee:

1. The field staff member is at his office and starts the lo-
gistics application on the notebook. The logistics appli-
cation uses the company’s Advanced Route Planner
Service to compute an appropriate route to fulfill all ap-
pointments.

2. The employee is on-the-road and due to a traffic jam or
other adversities the planned route cannot be used any-
more. He starts the logistics application to compute a
new appropriate route. The logistics application locates
an advanced route planner service and uses it for its
computations.

From the application’s point of view, these two scenarios
differ only slightly. On the lower layers, however, substan-
tial changes exist and have to be managed at runtime.

II1. SECURITY REQUIREMENTS

In order to integrate security services into an application
and to design their configurations, a security analysis is ac-
complished. It iteratively performs the following steps [1].
The analysis starts with identifying the components of
which the system is built. All valuable components that
have security needs are referred to as assets. For every asset
a required security level has to be stated, with regard to se-
curity concerns like integrity, confidentiality, and availabil-
ity. These levels depend on the value of the asset and on its
security objectives. Hereafter the threats threatening the as-
sets must be identified. Along with this, vulnerabilities that
may be utilized by threats must be uncovered. The resulting
system view serves as a starting point for assessing the re-
sulting risks. The last step consists of planning countermea-
sures which reduce the risks to an acceptable degree.

The security analysis is based on the International Stan-
dard which is called Common Criteria (CC) [6]. CC con-
tains rules for conducting a security analysis in a standard-
ized way and provides a common analysis framework that
makes the evaluation results comparable and thus wider ac-
ceptable. CC establishes a set of functional components as a
standard way of expressing the functional requirements for
Targets of Evaluation (TOE). Moreover it states security
functions that can be utilized to protect the TOEs.

We apply the special object-oriented and model-based
security analysis approach introduced in [5]. It supports the
direct model representation of the notions of CC. A system
is modeled by an object instance diagram using a graphical
interface, and is analyzed using a set of graph transforma-
tion rules. The objects used in modeling are instances of
classes describing the components and assets that exist in
the real system. Further classes are introduced for modeling
vulnerabilities, threats, risks, and countermeasures. Every
threat has an associated likelihood, describing the probabil-
ity that this threat may successfully attack an asset. It is as-
sociated to one or more assets. The risk an asset encounters
depends on the required security level and on the threats it
is facing. Countermeasures have associated levels of protec-
tion they provide for each security concern and are associ-
ated to the assets they shall protect.

The second part of CC defines the so called security



functional components, which can be composed to Security
Targets describing the desired security properties of the
analyzed system. The functional components express secu-
rity requirements intended to counter threats, but they do
not detail how to achieve this, just state the mechanism
types. After having modeled a system and having performed
the security analysis, the security components have to be
identified which are necessary to reach the desired protec-
tion level. In the next step these components are structured
into groups of similar functionality. CC guides the structur-
ing by a subdivision of security functions into classes, fami-
lies, components, and functional elements. All functional
components that are needed for protection purposes have to
be incorporated into a SIRENA application in form of secu-
rity services.

In the SIRENA framework, security services realizing a
broad variety of security functional components exist. Two
examples shall clarify relevant properties. In the Specifica-
tion of secrets (FIA_SOS) family, methods are summarized
that deal with quality metrics of secrets, in checking them
for existent secrets, and in applying them for the generation
of newly created secrets. Depending on device capabilities,
metrics can be set to generate secrets that provide only
weak security, or secrets that provide high security, but
need much computational power when generating them and
using them in cryptographic algorithms. For encryption,
signature generation, and further similar or related actions,
functionality of the Cryptographic operation (FCS_COP)
family is needed. During the service design phase, a set of
cryptographic algorithms and corresponding key sizes must
be specified.

The protection needs of an application can vary due to
changing environments. The security analysis therefore has
to prepare the runtime adaptation of the employed security
services. At design time, it has to consider all possible envi-
ronment scenarios and to propose a suitable security service
configuration for each scenario. At runtime, the basic han-
dling of the configurations — i.e., the detection of environ-
ment changes and the execution of configuration transitions
— is performed by the general application configuration
management. There, environment change events are created
and trigger the runtime security service management which
selects the appropriate security service configuration transi-
tions and requests their execution. After execution of a re-
quested transition by the general configuration management,
the security service employments are adapted to the new
situation. Since the underlying security analysis was per-
formed at design time, complex runtime decisions are
avoided and the method is also suitable for small devices.

CC aids in determining the necessary management func-
tions by describing management requirements for each se-
curity function family. This provides a good starting point
for identifying the relevant adaptation management issues.
In particular, following requirements apply. The Manage-
ment of functions (FMT_MOF) has a key role since it al-
lows authorized users the management of functions. It pro-
vides methods for managing the users that are allowed fur-
ther security function managing. The focus of Management

of security attributes (FMT_MSA) are those functions that
deal with security attributes, and ensure that the assigned
values are reasonable. Cryptographic key management
(FCS_CKM) supports all functionality required for handling
cryptographic keys, including key generation, distribution,
and destruction.

In the example outlined above, we assume two environ-
ments being present, one that is in place when the employee
is in his office connected to the company LAN, and the
other when he is on-the-road. For each of these environ-
ments, a special security service configuration is estab-
lished. In the office, connection to the internet may happen
without restrictions or security concerns, as the company’s
IT department uses firewall and virus protection products.
Outside, WLAN-based internet access may be used, which
is inherently insecure. Thus the security service configura-
tion must ensure that the communication with servers of the
company is encrypted using specified algorithms and the
corresponding keys. The design time security service con-
figuration management is responsible for selecting appro-
priate algorithms and keys, while the runtime management
has to observe environment changes and perform the neces-
sary transitions between configurations.

IV. GENERALIZED ROLE-BASED ACCESS CONTROL MODEL

The Generalized Role-Based Access Control (GRBAC)
model is an extension of the well known Role-Based Access
Control model ([4], [3]). In the following these two models
are outlined briefly.

Role-Based Access Control (RBAC)

The RBAC approach uses roles instead of a per user ac-
cess control policy to model access permissions. These
roles are linked to the structure of an organization and carry
specific access rights. Users or applications acting on behalf
of a user are referred to as subjects in the RBAC terminol-
ogy. Subjects are assigned a set of authorized roles, i.e.
each subject can only act in a role that is defined in this set.
In addition the RBAC model defines so called objects and
operations. Objects are the entities protected by a RBAC
system, e.g. services or files. Operations describe sequences
of accesses of subjects acting in specific roles to RBAC ob-
jects. A formal definition of the RBAC model follows [10]:

Subject S a user representation in the system
Role R a categorization primitive for subjects
Object O a system resource

a sequence of one or more accesses to one
or more objects

Operation T

AR(S) the authorized role set for subject S
AT(R) the authorized operation set for Role R
exec(S, T) true iff subject S is authorized to execute

operation 7;
true iff Irole R: RE AR(S), TE AT(R)
Based on the active set of subject roles, the operation
and the associated object a system based on the RBAC
model decides whether or not the access should be granted.



Generalized Role-Based Access Control

GRBAC [10] extends the RBAC model outlined above by
adding two more types of roles: object- and environment-
roles. Object-roles are intended to model the type or inter-
nal state of a RBAC object. This can be a role that describes
if an object is able to handle some kind of specific data, or
when considering information or data as an object itself this
type of role may describe the type of information provided.
Environment-roles are used to model the environment of an
application. This can be the time of day or the weight of the
subject trying to access a specific object.

Due to the addition of two more roles, the decision proc-
ess to determine whether or not an access should be granted
is more complicated. This process is as follows:

1. Itis checked, if there exists an object-role Rp of object

O, and
2. an environment-role Rg which is active at the moment,

and
3. atransaction/operation T which grants a subject-role Rg

access to an object O in the role Rg while the role Rg of
the environment is active.

V. GRBAC-BASED APPLICATION MODELING

Due to the inherently mobile character of many applica-
tions, an application’s environment is subject to ongoing
changes which have to be reflected by adaptations of the
security service configuration in order to maintain the re-
quired security levels. The configuration design and the
planning of adaptations need a precise but abstract defini-
tion of the security requirements and their dependencies to
environment changes, as they are identified in the security
analysis process, and we apply GRBAC for that purpose.

The abstract state of a system can be expressed by prop-
erties. The GRBAC model extends this view by allowing
roles to reflect the states of a system by incorporating the
notion of object- and environment-roles. Due to this, a sys-
tem’s state can be modeled as a set of active roles which are
bound to different properties of the system. Changes in the
system’s state result in a different set of active roles. To
model the state of the environment of SIRENA applications
four types of roles have been identified:
® Subject-Roles: Each user (or an application which acts

on a user’s behalf) can act in an authorized subject-role.
® Device-Roles: A device is characterized by its comput-

ing power, resources and other properties.

e Service-Roles: The notion of a service is a central part
of the SIRENA framework. This type of role thus speci-
fies properties of a service, ranging from connection is-
sues to trust relationships.

e Environment-Role: The notion of an environment-role is
adopted from the GRBAC definition.

The security requirements of a SIRENA application are
modeled using a vector which assigns security levels to se-
curity concerns like confidentiality, integrity, availability
and accountability. Security levels are defined in an abstract
manner using the values low, medium, high and very high.
These different levels correspond to the risk of a successful
attack to the corresponding security issue. The risk value is

computed by correlating the probability of a successful at-
tack with the required level of security associated with a
given asset. This risk value directly defines the strength of
security functions which should be used to secure and pro-
tect the asset. These security functions therefore have to be
classified by their strength (and maybe also their cost) so
that a certain risk level can be directly accompanied with a
set of corresponding security functions.

Given the above elements of the model, namely roles de-
scribing the current system-state and security vectors re-
flecting the risk of a successful attack, a model of an appli-
cation scenario can be created which provides a basis to de-
rive an appropriate configuration of security services. These
scenarios contain a description of the application’s envi-
ronmental state and a security requirements specification
bound to this state. Using this model it is possible for an
administrator or application developer to create an abstract
configuration description without looking at the low level
security service configurations.

To enable the adaptive and automatic reconfiguration of
the security services regarding to the current application
state, suitable security service configurations have to be es-
tablished at runtime. Configuration management services

Logistics Application Scenario: @Office
- Advanced Route Planner Use -

Security Risk
(m, m, 1, 1)

Fig. 2: Security Requirement Profile (@Office)

observe the current state of the application’s environment

and automatically perform the transition to the appropriate

service configuration. The security management services are

responsible for managing appropriate security functions and

mechanisms which can be used to enforce a specific secu-

rity level. By looking at these functional components the

model is divided into three layers, each reflecting a different

level of abstraction:

1. Roles & Security Requirements (modeled by the admin-
istrator or developer)

2. SIRENA Security Services (configured using the con-
figuration created from the abstract model)

3. Security Functions & Mechanisms (used to enforce a
specific level of security)

In the following a simple example of modeling applica-
tion security requirement profiles is given, referring to the
SIRENA application example given in section II.

In Fig. 2 a simple security requirement profile is mod-
eled using the elements introduced above. The profile con-
sists of four different roles describing the applications envi-
ronment in an office use situation. The Adv. Rout. service-
role represents the properties of a common service for ad-
vanced route planning. The @Office environment-role re-
flects the location of the application use. The group of sub-
jects using the service in this scenario is modeled by the



Field Staff subject-role. The type of connection used by the
SIRENA middleware services to provide a communication
facility to the application is modeled through the LAN ser-
vice-role. These rules are coupled with a Security Risk ele-
ment. This element defines a medium (m) risk for confiden-
tiality and integrity security issues and a low (I) risk for
availability and accountability issues. This scenario may be
typical for an office network where all resources are con-
trolled by a single trusted party and the network infrastruc-
ture is secured through firewalls and switched subnets.

The second scenario depicted in Fig. 3 models the same
application, used in an On the Road situation where a field
staff member is en route using his car und carrying the note-
book containing the logistics application with him. Due to
the use of the SIRENA framework the application-code may
not be aware of the changing environment and thus does not
even recognize that the field staff member has left the office
complex. The application simply tries to locate an advanced
route planner service and uses this one exactly like the other
one at the office. In contrast to the office scenario this time
the service is provided by a 3™ party. In addition the net-
work connection used to communicate with the service has
changed from the relatively secure office network to a
WLAN access point. These context changes are modeled
using appropriate roles reflecting the environment, service
and subject properties. As you can see, the security re-
quirements also altered. Due to the insecure nature of
WLAN networks and the fact, that the routing service is
provided by a 3" party, the confidentiality risk-level is
raised to very high (vh). Also the other levels for message
integrity, availability and accountability are raised to the
high (h) level.

For each usage scenario in different environments secu-
rity requirement profiles have to be modeled to enable the

Logistics Application Scenario: On the Road
- Advanced Route Planner Use -

Security Risk
(vh, h, h, h)

Fig. 3: Security Requirement Profile (On the Road)

adaptive automatic configuration of the SIRENA security
services.

VI. MODEL-BASED MANAGEMENT

As outlined in the introduction there are design time and
runtime security service management tasks. The design time
tasks are supported by an interactive graphical modeling
tool. The runtime tasks are performed by components pro-
viding general management (in particular configuration
management), security services, and security service man-
agement (in particular automated adaptation). The tool
functions rely on a comprehensive application model.

e
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Fig. 4: Model structure

The model has the form of a graph which defines an ob-
ject instance diagram. The nodes are object instances repre-
senting the relevant physical and logical building blocks of
the application. The edges represent associations between
object instances. The nodes are arranged on a plane which
is structured into three rows and three columns (cf. Fig. 4).

The model rows correspond to three levels of abstrac-
tion. The user view models the logical structure of an appli-
cation as it is relevant to its users. It focuses on abstract ap-
plication objects and operations. It particularly includes the
GRBAC model. The service view models the logical imple-
mentation structure focusing on services and service usage
relations. It comprises the three service layers of an appli-
cation’s architecture (cf. Fig. 1). The device view corre-
sponds to the physical implementation structure focusing on
devices, software components, and service interfaces. It cor-
responds to the computing and communication layer of the
application architecture.

The model columns correspond to three sections. The
system section on the left contains the elements which deal
with the proper application objects and their implementa-
tion. The policy section on the right represents the policies
and rules which guide the automated management functions.
The control section in the middle covers the two lower lay-
ers only. It contains those services respectively software
components and interfaces which perform the security func-
tions and automated management functions.

Due to the comprising model information, the tool can
check the consistency of application configurations, can
propose suitable modifications, can perform the security
analysis, and in particular can automatically derive those
security service and management configurations, which en-
force the given abstract high level policies defined in terms
of GRBAC and represented in the model’s user view policy
section. From that information the tool derives firstly the
refining logical control system and its service policy (i.e.,
the model’s service view control section and policy section
are generated by the tool). Secondly the tool derives the
physical control system and its configuration parameters

security, and ad-
aptation functions

nent configura-
tion data

Device v Service w
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(i.e., the model’s device view control section and policy sec-
tion are generated by the tool). Finally, backend functions
evaluate the device view policy section and generate con-
figuration description files.
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Fig. 5: Automated security management

The tool is an integral part of our overall security man-
agement approach which is depicted in Fig. 5. Besides of
the fool, the application model, and the interactive model-
ing (upper left section), the figure refers to the metamodel
libraries (upper right section). The libraries provide prede-
fined object classes, from which the model objects are in-
stantiated. Moreover they provide graph rules which control
the analysis of the system section and the derivation of the
policy refinements. The box in the center of the figure de-
picts the general basic configuration management of the
SIRENA framework which supports the deployment of the
application and thus performs the transition from design
time to runtime. The deployment of the security and secu-
rity management components is controlled by the configu-
ration description files produced by the tool. The imple-
menting software components are provided by the compo-
nent library. The lower section of the figure depicts a run-
time scenario where devices support and execute software
components.

The described model-based derivation of policy-enfor-
cing system configurations is utilized for the adaptation of
security service employments to changing environments as
follows. First starting point is the abstract high level policy
in the user view of the model which contains the relevant
security requirement profiles. Second starting point is the
model’s device view system section which represents all
possible implementation scenarios. Based on that informa-
tion, the tool derives a set of security system configurations,
namely for each implementation scenario one corresponding
configuration. All configurations are represented in the
model’s device view control section and policy section.
Based on that information the generation of the configura-
tion description files can consider all possible runtime sce-
narios and their transitions. At runtime, configuration man-

agement components detect environment change events and
perform the corresponding prepared configuration transi-
tions. In this way the adaptation is automatically planned at
design time and efficiently performed at runtime.

VII. CONCLUDING REMARKS

The described security management approach provides
tool-assisted security analysis and security service planning
for embedded networked applications. Moreover, it extends
the applications with automated management components
which provide adaptation to changing environment and con-
figuration conditions at runtime. We outlined here the ap-
proach as a whole and focused on the roles of security
analysis, high level policy definition, and application model.
Details of the special model structure and descriptions of
the diverse adaptation functions will be published else-
where. Currently we integrate the tool and the functional
components into the specific context of the STRENA project
where we closely cooperate with the developers of the gen-
eral application management system. In fact, security man-
agement and general application management will use the
same tool, and the security adaptation functions will heavily
rely on the general management’s configuration-monitoring
and reconfiguration functions.

The work described herein was funded by the German
Federal Ministry of Education and Research (BMBF) within
the ITEA-SIRENA project (01ISC09G).
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